International Research Journal of Science and Technology Vol. 1, Issue. 2 (2020) 106-119

Available online at https://www.irjst.com/
International Research Journal of Science and Technology
ISSN:2707-3955

DOI: https://doi.org/10.46378/irjst.2020.010206

A Bio-Inspired Reward-Based Message Forwarding For Vehicular Social Network

Aklilu Mandefro Messele
Department of Computer Science, Mega Computer and Research Center, Gondar, Ethiopia

Paper Status
Received

Accepted
Published

Key Words
Bio-Inspired
Cooperative
Paying Per Packet
Reward
Selfishness

January 2020
March 2020
March 2020

Abstract

The Ants capability of working together and their way of message transmission
makes us inspired especially their cooperation for their common goal and
dropping down pheromones which used as a trail for themselves and for others.
We would use Ants broadcasting method for drivers’ cooperation and message
forwarding. Therefore if there were any driver who couldn’t broadcast any
emergency message related to car accident like Ants done to locate the food
source, could be considered as a selfish node and couldn’t be rewarded as
cooperatives do. The previous vehicle to vehicle communication or message
forwarding schemes that was tried to motivate cooperative drivers used incentive
methods in which it is not motivating all participant nodes and some of them
used punishment methods. These types of methods are not effective to stimulate
selfish drivers. We conducted the research using embedded traffic simulation in
which it includes mobility and network simulation capabilities merged together
and served as multi-functional software. From the tools falling into the embedded
category is National Chiao Tung University network simulator (NCTUns) which
provides a full range of network stack simulation tools. Watchdog was our
selfishness detection method, in which the RSU controls whether nodes are
cooperative or not because the (Road Side Unit) RSU knows where the nodes
were located and in which path they are drive and what messages they
broadcasted. The rewarding model we used is paying per packet. The payment
principle is for each successfully transmitted unit-sized packet, each of N
intermediate nodes should receive A credits, whereas the service provider (SP)
would pay A * N in total. The proposed solution was evaluated by the three
performance metrics which are dropped packets, selfishness detection method
and delivery ratio. Based on our experiments result the number of accident
increased as the number of total nodes increased in the same simulation area. As
the number of nodes participated on the area increases the probability of having
an accident increases and the probability of stimulating selfish nodes increased
using the same incentive method and amount because there is a probability of
accident commit increases and the rewarding and acknowledgement messages
also increases in which it can stimulate the selfish nodes.
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1. Introduction

Vehicular social networks,

Social characteristics

is the combination of
and human behavior of
individual vehicles “socializing” and sharing messages
based on their common interests. “The concept of a

social car arises from the assumption that each driver
can share data with other neighbors based on common
interests” [1]. Many scholars and researchers were and
are interested in the behaviors of animals’ especially
social insects for many different purposes. Nowadays
researchers on computer science and information
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technology are also interested and published papers
which are related to nature and social insects mostly
honey Bees and Ants [12].

The multimodal communication which includes tactile,
acoustic, visual, sometimes magnetic and especially
chemical signals are ways of optional communication
systems among social insects. Due to these multimodal
communication signals is considered as the reason for
their social organization [2]. Pheromone is a chemical
signal transmitted between members of the same
species [3].

Ants are walking randomly for searching food and
when they back to their nest they marked with a
pheromone trail and they return to their nest following
the trail. During returning, they produced an extensive
pheromone trail to pointing towards the food source.
Therefore ants are communicating based on
environmental changes or pheromone trail, i.e. they
use stigmergic or chemical communication techniques
for communication and collaboration [4]. Even if, they
use trail because of the worker Ants do not seem to be
guided by their own memory or landmarks [5], this
pheromonal message is visible for all Ants and they
can take an immediate measurement by using the
broadcasted message. There may be warning
pheromone and food source locating pheromone.
Whatever the pheromone is we are interested on their
message broadcasting for their common interest. Even
they can establish pheromonal trail with the presence
of obstacles [6]. Ants have a capability of selecting a
shortest path while back from the source node to the
nest. Because of Ants considered the pheromone with
the greatest density as a shortest path and the better
food source [7], then Ants follow this path during
collecting their food from the selected source [8], this
indicates Ants use two pheromonal chemical one from
the nest to food source and the other is back from the
food source to the nest [6].

The most widespread communication form among
social insects is chemical messenger molecule which is
known as ‘pheromone’. This pheromone is a chemical
composition of pheromonal secretions which is
corresponds with simple mixtures of small and volatile
molecules then due to pheromones evaporation or
fadeout, its concentration decreases over time and
distance. So every community of Ants can be well
informed because of they are broadcasting every
messages on their path.

* Corresponding author: Aklilu Mandefro Messelel
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This is what many of human beings lack. Therefore
there have to be the mechanism that can decrease the
selfishness of human beings and increase our
cooperative. That is rewarding drivers with good
behaviors so as to attract the selfish drivers [2].

The Ants capability of working together and their way
of message transmission makes us inspired especially
their cooperation for their common goal and dropping
down pheromones which used as a trail for themselves
and for others. Therefore by keeping this Ants
behavior of cooperation and pheromonal message
forwarding, we would use for drivers cooperation and
message forwarding. Therefore if there were any
driver who couldn’t broadcast any emergency message
related to car accident like Ants done to locate the food
source, could be considered as a selfish node and
couldn’t be rewarded as cooperatives do.

Selfishness may be classified as mass selfishness and
individual selfishness. Mass selfishness can be defined
that every node has the selfishness nature so that it
may probabilistically drop a certain percentage of
messages instead of forwarding it. On the other hand,
in an individual selfishness case, only a small humber
of selfish nodes may not be willing to forward packets
for others. So the selfish drivers in the vehicles may
not want to forward the packets if it will not benefit
them in some way [9]. The existence of some selfish
nodes, especially in a network that needs cooperation
like DTN, could cause catastrophic damage to any well
designed opportunistic routing scheme and endanger
the whole network [10].

When we see the Rewarding Model, There are several
available rewarding models that can be adopted in
previous works For example, a popular charging
method in Y. Zhang et al., [9] A secure incentive
protocol for mobile ad hoc networks is paying per
packet, which means that, for each successfully
transmitted unit-sized packet, each of N intermediate
nodes should receive A credits, whereas the source
needs to pay A * N in total the internet service provider
is going to pay the credit or the reward for the nodes
cooperation. Even if some of the researchers try to
argue that this method is not suitable for opportunistic
data forwarding in that it is difficult for the source to
predict how many copies or hops are needed to
successfully deliver a message to the destination but
the number of intermediate nodes in the forwarding
process is not a headache for our purpose because the
reward is not given by the source node instead the
source node is also from the nodes that have to get a
reward from the service provider. Therefore, in our
case paying per packet would use as a rewarding
model. We care on the rewarding model because the
design of the reward calculation is the core of the

107



Aklilu Mandefro Messele, International Research Journal of Science and Technology, 1 (2) (2020), 106-119

incentive scheme as it stated by the same researcher to
avoid repetitiveness or forwarding the same message
more than Vehicles that had to ignore a packet if they
have received it before. Fairness is guaranteed because
only nodes that participate in the message forwarding
would reward.

In this bio-inspired reward-based message forwarding
research work, forwarding a message from the source
node to the destination is not a must and not
necessarily needed because mostly car drivers which
are located around the car accident have to get
messages related to the accident. Other nodes which
are behind the first hop of the source node would get
the message from the first hop, the third hop from the
second hop etc. But if there are nodes which were
driving in parallel then they would got the message at
the same time. If the accident is already happened and
needs a help from the closest transportation and
accident management office then the nodes which are
located close to the office would transfer the message
to it.

To increase the cooperation among nodes and
stimulate selfish nodes the amount of credit paid or
rewarded per packet had to be higher. Therefore the
selfish nodes would not get any benefit other than
keeping its previous resources and while looking
cooperative nodes with their advantage for their
cooperation then in the next time the selfish nodes
would became cooperate on the network and got a
reward. So in such a fashion we could minimize the
rate of selfish nodes. The government or the SP
(service provider) had to reward to cooperative nodes.

2. Experimental Procedures, Materials, and
Methods

2.1. General Approach

As a general approach this study would use
guantitative research approach. The reason why we
used the Quantitative researcher approach is that we
would do our research experimentally by using a
collaborative network and traffic simulation tool.

2.2. Data Source

As researchers of [49] said, the mobility models
occurred in current simulators is not an accurate
representation of real vehicle mobility. Then they used
real maps, in the TIGER format which is located at
(http://www.census.gov/geo/wwwitiger) and vehicles
move along the streets. Every car moves fully
independent of other cars, with a constant speed
randomly chosen. The TIGER files contain detailed
geographical information about all the roads in a
region, from large highways to small streets. But, the
TIGER database might not fulfill some traffic-specific

information, like traffic control systems (traffic lights)
or the number of lanes. Therefore added some extra
information is crucial. Other researchers like [50]
suggested the data source for the simulation mainly
CRAWDAD project which provides a repository
where numerous real world traces are available. But as
the simulation tool by itself fulfills the above basic
elements (number of lanes, lane changing capability,
RSU, OBU, traffic lights etc.) that a mobility model
should integrated, then we are drawn the road map of
Gondar town that we got from Gondar town
municipality by using the NCTUns GUI road
construction option with the real road map of the town.

2.3. Message Forwarding Methodology

The pheromone message is visible for all Ants and
they can take an immediate measurement by using the
broadcasted message. Even if there is a warning
pheromone and food source locating pheromone
whatever the pheromone is we are interested on their
way of message broadcasting for their common
interest. Even they can establish pheromonal trail with
the presence of obstacles with no selfish Ants [6]. So
every community of Ant can be well informed because
of the pheromone broadcasted on their path [2].
Therefore there have to be the mechanism that can
decrease the selfishness of human beings and increase
our cooperative. That is rewarding drivers that used the
way of message broadcasting of Ants for their
common goal especially in accident related messages
SO as to attract the selfish drivers.

2.3.1. Message Broadcasting Algorithm
Algorithm 1: Emergency message broadcasting

Data: When accident occurred on the street that the
vehicle moves then a cooperative node broadcasts the
message for every nodes that are located within 250
meter radius and to RSUs so as to avoid multi car
collision (accidents that occurred due to the committed
accident because of lack of emergency message) and
getting a quick help from responsible bodies, so in the
location 1, the node 1 checks the freshness of the
accident and if it is fresh then broadcasts the message.

1 Begin

2 if a DTN node 1 is a cooperative node in
broadcasting accident messages

Then

3 1 checks the freshness of the accident

4 If the accident is fresh.

Then

5 N1 broadcasts the message

6 Else

7 N1 drive without broadcasting/because they

already got a help and the road is free

108



Aklilu Mandefro Messele, International Research Journal of Science and Technology, 1 (2) (2020), 106-119

End

8 else

9 1 is a selfish node in broadcasting accident
messages

Then

10 N1 drive without broadcasting the accident
message

11 end

12 end

Adopted from [56] and edited.
2.4. Selfishness Detection Method

Our selfishness detection method was watchdog
system, in which the RSU controls whether nodes are
cooperative or not because the RSU knows where the
nodes were located and in which path they were drive
and what messages they broadcasted.

2.5. Rewarding Model/Incentive Scheme

The rewarding or incentive schemes so far includes
reputation-based schemes, in which the forwarding
task is assigned to nodes depending on their reputation
level that is, when a node provides services for other
nodes, it obtains a good-reputation value like receiving
services from other nodes, but if uncooperative nodes
eventually detected and excluded from the networks,
similarly, in TFT (tit-for-tat) -based schemes, every
node forwards messages to a neighbor, based on how
many messages the neighbor forwards to it [1].
According to some researchers like [10] proposed to
use both credit-based and reputation-based incentive as
a single scheme to achieve fairness. In which if and
only if the bundles arrive at the destination node, the
intermediate participant nodes can get credits from the
source node. Even if, the bundle is failed in the middle
of the transmission, then the intermediate forwarding
nodes still can get good reputation values.
Unfortunately the previously described
incentive/rewarding schemes, were basically proposed
for mobile ad hoc networks (MANET) and may not be
suitable for DTNs (delay tolerant networks), for the
following reason, in which a common assumption
applied in previously described incentive schemes is
that, a full end-to-end path between the source and the
destination can be determined before data forwarding
occurs [20].

However the rewarding/incentive scheme in which we
get suitable to our research is paying per packet. But in
our case the responsible node for rewarding the
cooperative nodes is not the source node, instead the
SP or the traffic control bureau collaborating with the
government will be responsible therefore finding an
end-to-end nodes is not a must. The payment principle
is for each successfully transmitted unit-sized packet,
each of N intermediate nodes should receive A credits,

whereas the source (the SP in our case) needs to pay A
* N in total. in addition we need not to determine all
the intermediate nodes and we said that accident
related bundle are successful if and only if it reaches to
nodes around the accident. Means there may not be a
single source and destination node instead many nodes
can be participated in sending as well as taking the
bundle as a destination [9].

2.5.1.Rewarding Algorithm: Paying Per Packet

Data: When a cooperative node N1, broadcasts a fresh
emergency packet P, then node would rewarded A (10
times of its expense) credit for its cooperation. N1
would rewarded.

Total number of P*total amount of expense for P*

1 begin

2 if a DTN node 1 is a cooperative node
broadcast P emergency packets

Then

3 the RSU or service provider calculates number
of P and total payment for broadcasting

4 if the total number of P is 3 and expensed 2
birr for each

Then

5 The RSU or service provider would reward
3*2*10.

6 Else

7 no packet is broadcasted and no credits taken
from N1

Then

Node N1 would not rewarded

End

8 else

9 1 is a selfish node in broadcasting accident
messages

Then

10 N1 got only awareness and cooperative nodes
acknowledgement messages

11 end

12 end

Adopted from [10] and edited.
2.6. Sampling Techniques and Size

Our sampling technique were a simple random
sampling technique in which we selected cooperative,
selfish and crushed/broken nodes by using a simple
lottery method. Our sample size for all the three
simulation was 6, 15 and 20 because stimulating
selfish nodes with small number of nodes is difficult
than large number of nodes ant there is also a more
chance of selfish and cooperative nodes reaching on
the accident place, if we have more vehicles on the
road, then the cooperative node broadcasts the problem
and the effect of selfish nodes would be low if we use
more number of nodes in the simulation.
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2.7. Bio-Inspired Literatures

Swarm intelligence indicates understanding of the
collective behavior of animals and insects such as
flocks of fishes, ant colonies, swarms of birds or bees
and taking this exciting behavior for development of
systems. Such systems are made up of simple agents of
population interacting directly and indirectly with their
environment and with one another.

The current bio-inspired communication and
networking protocols as well as algorithms are
developed by looking at nature as a source of
inspiration, and by adopting the rules and dynamics
governing these systems. The natural systems yet help
researchers and scholars by providing indicators for
mechanisms and solution ways which address the
problem that is seen between the limited supply of
resources and high demand. Let us take the foraging
processes of Ants that, they use their individual
inadequate resources for their colonies in order to find
food source in an effective way. Due to their
cooperative nature of Ants, their foraging process
inspired  many  resource-efficient  networking
techniques.

Spreading mechanism of Epidemic could be inherited
towards efficient information dissemination in highly
distributed networks and for opportunistic routing in
DTN. Ant colonies, and in general insect colonies,
used to perform global activities with no control of any
centralized element, could also inspire the
development of communication models for wireless
networking.

As Bonabeau et al. described “Ant Colony
Optimization (ACO) is perhaps the best analyzed
branch of swarm intelligence based algorithms”. In
most cases, swarm intelligence based algorithms are
inspired by the behavior of foraging ants. Ants are able
to solve complex activities by simple local ways.
There is an indirect communication among individuals
through modifications of the environment, e.g.
pheromone trails are used for efficient foraging. As it
is also stated by researchers like As Bonabeau et al.
Ants are considered as the “grand masters” in
exploration and search. Even in Ant-Bee routing
algorithm the researchers used Ants natural behavior
for searching of forges and Bees for collecting the
forages this indicates not only Ants are better in
searching than bees and other social insects but also
ants are better in broadcasting or telling the search
result to their society. As the name ACO (Ant colony
optimization) indicates, the algorithm works on the
principles of the foraging process of ants. Naturally
Ants perform a random search or random walk for
food around their nests and they back to their nests,

they marking their route with a pheromone trail. If
successful, the ants are returning to the nest by
following their own pheromonal trail. While returning,
Ants drops an extensive pheromone trail pointing
towards the food source. The ants therefore
communicated based on their pheromone trail.

As journals stated Perhaps the best known examples of
ACO in networking are the AntNet which is done by
Di Caro et al. and AntHocNet which is done by Di
Caro et al. routing protocols. Both protocols follow the
principles of ant routing. In particular, agents are used
to simultaneously explore the network and exchange
collected information in the same way as ants explore
their environment. The key objective of these explorer
agents of AntNet is to find a minimum cost path or a
shortest path, between the source and the destination,
and to update the path-related routing entries in the
network [4].

When we see algorithms and schemes that are
developed based on the behavior of honey bee includes
BEEINFO, which is an Interest-based Forwarding
Using Artificial Bee Colony for Socially-aware
networking, by Feng Xia et al. and BeeAdHoc, a new
routing algorithm in mobile ad hoc networks which
proposed to routing using energy efficiently. As we
described the algorithms above are inspired by the
foraging principles of honey bees. BeeAdHoc is a
reactive source routing algorithm and it needs a
minimum amount of energy as compared to existing
works because it utilizes less control packets to do
routing. The algorithm is straightforward and primarily
needs two types of messages for routing: scouts, which
discovers new routes to the destinations and forgers,
which transport data packets and simultaneously
evaluate the quality of the discovered paths [12].

In a distributed systems precise synchronization in is a
complicated issue and very difficult to achieve. Then
new clock synchronization models have been proposed
inspired by Fireflies synchronization principles.
Furthermore, synchronization principles of fireflies
could be applied to the design of communication
protocols and also time synchronization protocols
which  requires precise time synchronization.
Activator-inhibitor systems may be exploited for
distributed control of sensing periods and duty cycle of
target tracking sensor network [4]. As stated by the
same author the term Artificial Immune System (AIS)
refers to a term that indicates to adaptive systems
which is inspired by experimental as well as
theoretical immunology for problem solving . AlS, is
inspired by the principles and processes of the
mammalian immune system, which is to capably
detect changes in the environment from the normal
system behavior in complicated problem domains. The
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mammalian immune system can protect the body from
infections by continuously scanning for invading
pathogens. AIS based algorithms typically use the
immune system’s characteristics of self-learning and
memorization. In nature, two immune responses were
identified. The first one is to launch a response to
invading pathogens leading to an unspecific response.
The second immune response remembers previous
encounters means it represents the immunologic
memory. Even an Artificial Immune System model
which used for detection of misbehavior in MANETS
is described by [37].

2.8. Simulation Tool

The NCTUns (National Chiao Tung University
Network simulator) network simulator and emulator is,
an open source a high-fidelity and extensible network
simulator capable of simulating various devices and
protocols used in both wired and wireless networks. Its
basic technology is based on the kernel-reentering
simulation methodology invented by Prof. S.Y. Wang
at Harvard University in 1999. Because of this new
methodology, NCTUns provides many basic
advantages that can’t be easily achieved by previous
network simulator such as OPNET Modeler and ns-2
According to the download user database of NCTUns
only up to 2010 G.C., 16,246 people from 137
countries downloaded NCTUns software and as of [52]
these numbers are still growing. At the beginning,
NCTUns was developed for the FreeBSD operating
system. But as the Linux operating system is becoming
popular, NCTUns now only supports the Linux
operating system. Particularly, the Linux version that
NCTUns 6.0 (latest version of NCTUns software)
currently supports is Red Hat’s Fedora 12.

NCTUns 1.0 was originally developed as a network
simulator with basic network simulation capabilities.
But after the release of NCTUns 4.0, NCTUns adds
traffic simulation for example like road network
construction and a common vehicular mobility models
with its existing network simulation, strongly
integrates them together, and provides a fast feedback
loop between them. The unique capabilities of
NCTUns enables users to study advanced ITS
applications in which a vehicle needs to change its
moving behavior immediately after receiving a
message from a neighboring vehicle or from the
infrastructure network to accomplish this capability
according to [49] An integrated simulator is needed
and according to [47] to have the lane-changing
capability, a platform must support multi-lane roads
and more intelligent vehicular driving behaviors in the
used vehicle mobility models. Example, without this
capability, if a vehicle breaks down on a multi-lane
road, the vehicles behind it can only stop because no

lane-changing operation can be used. However, in the
real life, vehicles can change lanes to avoid this broken
vehicle. Then due to these added capabilities NCTUns
is a useful simulation platform for wireless vehicular
ad hoc network researches. The tool supports up to
4096 nodes inside a single simulation with a strong
GUI (graphical user interface) support. in version 6.0
the ITS simulation i.e. DVB RCTS satellite radio,
Network road construction, Driver Behavior Model,
RSU (Roadside unit) Simulation, Onboard unit (OBU)
device equipped with, IEEE 802.11(b) both Ad hoc
mode and infrastructure mode, GPRS radio etc.

According to the result of the survey at [49] the
researcher makes sure that NCTUns is a best simulator
than all other simulators, because of its support of
different features, easy to deploy to the real world
environment and its realistic traces. Due to its
Seamless Integration of Emulation and Simulation
NCTUns can be turned into an emulator easily. In
emulation, nodes in a simulating network can
exchange real packets with real-world machines
through the simulating network. That is, the simulating
network is unknowingly integrated with the real-life
network so that simulated nodes and real-life nodes
can exchange their packets across the integrated
simulated and real-life networks. This capability is
very useful for testing the functions and performances
of a real-life [53].

Table 1: Experimental Setup / Simulation Setting

Parameter Value
Number of nodes 6, 15 and 20, (Randomly chosen)

Total simulation 30 times of each simulation

Speed of nodes 10 km/h ~ 50 km/h

Transition coverage/ 250 m

Simulation area

Freeway mobility model in which we
constructed by using

Mobility model road construction capability of
NCTUns.
Message size 6 Mb

Routing protocol Broadcasting
Simulation Platform NCTUns 6.0
Operating system  Fedora 12

Deploy the OBUs and RSUs on the road [48]. Each
vehicle recognizes each other by means of 802.11p
standard and GPS. As [47] and other researchers used
250 meters as the upper bound of distance in urban
scenarios for 802.11p communication, so we have
chosen the same limits. The number of nodes, speed of
nodes and the message sizes described in the setup
value are also used by incentive scheme researchers
like [9], [10] and [33]. The reason why we used
minimum number of nodes, (6, 15 and 20) in our
simulation was that to analyze the effects of selfish
nodes we had to start from a small number because the
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occurrences of selfish nodes in a small number of total
nodes has high probability of reaching to the accident
place alone and if there are no cooperative nodes
around, then its negative impact would be high as of
[20] and as we checked too. We simulated each
individual simulation 30 times, which means
simulation 1 was tested 30 times by changing
parameters and settings and the same is true for
simulation 2 and 3 because researchers at [56] used the
same limitation and had a good result. The road map of
Gondar town is taken from Gondar town municipality.
Because of all vehicles are the same in the simulator,
then we randomly chosen the nodes for our simulation
sample.

2.9. Experimental Procedure
2.9.1. A general Simulation Setting

Since there have to be a communication between
dispatcher and coordinator then we have to insert the
correct loopback address. On the job dispatcher IP
address write 127.0.0.1 and 9800 one port address
space. At the user information we insert the NCTUns
user name and password that we created before.

MEARlions Places system W & [ T T o T Y S
[} NCTUnS 6.0 version (9/1/2009) J(=)fx
Ele Edl G Tools NTools G Setting N Setting Simulation View Help ‘

A\ XA #o 4 QE|@nleleylboung -

BeBYC I Belijloc oslE | ¥»® IH
LA A LB Preference Bn
RO@R @ oo DERP

P

User information

User name [mhm Password ‘

Email address [

The user name here cannot be *root”. Otherwise, the
‘command console function cannot work correctly.

OK Cancel

K

0 000,000 000 000 QAP 1| WPt o o

10000.000 000000 0 100.000 000 000 +

(345,36)
[Pictures] 3 [root@localh.. | [ [root@localh... | @ root@localh... [ NCTUNs6.0...| 1 W

Figure 1. Setting the IP address of job dispatcher

To manage vehicles movement and message
broadcasting we would follow the following:

We fill in the options Max_X, Max_Y and Max_Z in
meter. It indicates the distance that the node can cover
in three directions in which we prefer 3000 meter.

We configure cars profile, (profilel, profile2, profile3,
profile4, profile5), 20% to all the spaces. 20% to all
profiles means each of the profiles would be used by
20 % of the total vehicles. Each profile contains
MAX _speed, MAX acceleration and
MAX _decceleration of vehicles.

As we described we use RSUs as a SP (service
provider) and we can deploy it manually on the draw
topology mode either after finishing these all the above
steps or during deploying ITS cars stage. To have a

communication between the 802.11 (P) OBU and the
RSUs, the RSUs have to be also 802.11 (P) RSU
because the automatically deployed vehicles are an
agent controlled 802.11 (P) OBU vehicles. To have a
communication between OBUs and RSUs, after
deploying both OBUs and RSUs on the “draw
topology” or “D” mode:-

We used the following car agents for our simulation.

a) CarAgennt_Broken, which used to create a car
accident.
b) CarAgent_LaneSwitch, to change a lane

during mobility.
c) CarAgent_Down, to make the car stop near to the
broken car etc.

IR Paces system M@ 1T
. =

Simulation ®| _e)(x

Fle Eot G Tos N| Simulation | Speed |Real Tme |GUI | GDB Deb <

\ XA ] s -
= « One tick | nanosecol e
AdBv g J 5
L L 3 ) L Simulation Speed 7
@9@9@‘ v As fast as possible DERP
As last as the real-world clock
; (This speed must be selected for an emula
However, it can also be used for a simulatic
——— =
0 000.000 000 O Pifeoes = _to0%
1 [ o938 j
[Pictures] @ (root@localh... | @ [root@localh... | @ root@localh. ™ NCTUns 6.0.... j ﬁ
Eldiplcaion Poces Ssem W &) L L QT

Simulation ]| =JONX
Flle Edt GTools N Simulation ’Speed |Heal Time ‘GUI ’GDB Deb'J‘

" XAeo] TR

»,30‘ j" Simulation time {400  sec
©

Lok & A Lo | Max > [3000  meter [ ]
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W Generate packet animation log file (*.ptr)

W Fixed Internet

B Wireless LAN

W GPRS network

W Optical network

B WiMax network

W MobileWiMax network

W MobileRelayWiMax network (transparent m
B MobileRelayWiMax network (non-transpare

Random Number S [0 4

(Using the default value 0 means that the seed
0 000,000 000 X will be { )

——&
N[Wj 100%

(278.35)
[Pictures] @ [root@localh... | @ [root@localh... | @ root@localh... [ NCTUns60...| | 1IN @

Figure 2. Simulation Area, speed, real time setup

il

To manage the physical layer properties, at the
Transmission power the default is 28.8 (dom) we
change it to 15 dbm because the simulator was used
this amount for 500 meter but we only want 250 meter
data transmission area, and the receiver sensitivity is -
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41.0 (dbm) again we took half of the default to receive
data in a 250 meter distance. But we used the default
for the RSU because it has to cover 500 meter.

3. Results and Discussion
3.1 Simulation Results
Simulation 1

On the road for the first simulation there would be a
randomly selected 6 802.11(p) vehicles and 1
802.11(p) RSU simulated for about 350 seconds.

e The RSU broadcasts 6 awareness and
stimulation ~ messages  throughout  the
simulation and rewarding messages to
cooperative nodes.

e The reward is 10 times of the cost that the
vehicles consumed during broadcasting.

Number of nodes !

6

44

ITITAMAI

B ST Fmal ¢

Starting time Middle of time Atend
WHERE: C=Cooperative ST= stimulated Final C=| ﬁmlconpemme
S=Selfish C/B= rushed/broken

Figure 3. Simulation 1 result

At the start time the first three shapes in the chart
indicated that the total number of cooperative, selfish
and crushed/broken nodes, at the first stage of the
simulation, the next three indicates the remaining total
number of selfish, crushed/broken, and stimulated or a
node that became a cooperative node. Then at the final
stage it indicated that one selfish node was remain as
selfish means no additional stimulated node was occur
after the middle of the simulation. Therefore the total
cooperative node would be 3 because we were having
the total of 2 cooperative nodes starting from the
beginning of the simulation. But due to one of the
cooperative node was crushed/broken at the middle of
the simulation it is also added to the crushed/broken
nodes. Means one of the cooperative node is counted
as both cooperative and crushed/broken node.

The percent indicates the total percent of a given nodes
at a given time but because of some of the cooperative
nodes may be broken/crushed then they are counted
both as a cooperative nodes and crushed/broken nodes
since even if they are broken but they were a
cooperative nodes too. That is why at the above table
we had 50% cooperative, 16.7% selfish and 50%
crushed/broken nodes. If we add both it will be more

than 100% but it was due to one cooperative node
were broken at the middle of the simulation and
counted both as a crushed/broken and as a cooperative
node. As the table indicated too, the percentage of
accident was increased as of cooperative nodes, so this
indicates we can only minimize and avoid accidents
related to lack of emergency message but accidents
due to other means could be occurred.

Even if one of the cooperative node broken around the
end of the simulation it was not due to the lack of
emergency message and one of the selfish node
became a cooperative. There were 6 OBU nodes or
vehicles in the first simulation. Node 10 and 11 were
randomly selected to be a selfish or uncooperative
node. The random selection method is simple lottery
method in which we wrote the ID of all of the nodes
and picked the lottery then, the first two picked lottery
were considered to be a selfish nodes. So in the case of
simulation one (I) node 10 and 11 were selected as a
selfish nodes at the starting of simulation and during
simulation time node 11 were stimulated and became a
cooperative node. Due to its cooperation then it is
rewarded and acknowledged by the RSU in which it is
considered as a service provider or we can say the
country transportation office collaborated with
telecommunication. But node 10 remained selfish due
to node 10’s selfishness factor is more than the reward
given by the service provider and not stimulated by the
awareness and acknowledgement messages
broadcasted by the service provider. As researchers in
the area agreed that we can’t stimulate all nodes using
the same incentive amount and 100% vehicles can’t be
cooperative as of [10] we can’t avoid selfishness
totally and a small fraction of selfish nodes may be
remain if we use the same incentive method.

Always while nodes broadcast a message they would
add their ID number and this made easy to know and
detect which nodes are cooperative and which are
selfish. The messages sent by the cooperative nodes
were the same for the same accident except they
change their own ID.

Total percentage
ofnodes in each
simulations
total selfish before stimulation
80 80 total cooperative before start
= =

Il ot stinulated at end
[l ol seifish at end

50
40 + F:l fotal cooperative at end
3333 30
27 b5
20
20 1 17 17
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simulation 1 simulation 2 simulation 3

80

0
60 1 o 55

Figure 4. The three simulation comparison chart
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The above figure shows that the total remained selfish
nodes decreased as the total participant nodes and the
total reward per packet increased in other words their
effect decreases as the number of total participant and
total reward per packet increased. Therefore the effect
of one selfish node in the total of 6 nodes is higher
when it compared to one selfish node in 15 and 20
total nodes. Finally stimulating selfish nodes in total
small number of nodes and less reward per packet is
difficult than that of large nodes. There is also a more
chance of selfish and cooperative nodes reaching on
the accident place if we have more vehicles on the
road then the cooperative node broadcasts the problem
and the effect of selfish nodes would be low.

3.2 Discussion

The general goal of the paper was to employ a bio-
inspired reward-based message forwarding for VSN so
as to minimize and avoid car accidents that were
occurred due to selfish drivers. Both of the simulation
results showed that we could stimulate the selfish
nodes by rewarding and creating awareness.

Rewarding method by itself had a very high impact on
our result because most of the previously done
researches related to incentive methods in vehicular
social network, were not a paying per packet type
instead the source node would pay the intermediate
nodes. And some of the researchers in this area
suggested that the paying per packet type on rewarding
method is not recommended for a DTN (delay tolerant
networks) due to the network is intermittent while
nodes are moving. But in our research the RSUs or the
service provider are responsible bodies for rewarding
cooperative driver. This RSUs can both received and
transmitted up to 500 meter radius but nodes could
only receive and transmitted in 250 meter and as soon
as the cooperative nodes broadcasted an emergency
message then they would be rewarded and
acknowledged before they leave the limited distance.

Researchers at [10] used Credit-based incentive as well
as reputation based incentive in which only a
participant that had high credit could be rewarded and
the other would got good reputation but the
participants or an intermediate node have to be
rewarded if they was participate in the broadcasting if
not may be not participate for future broadcasting.
Researchers at [33] used weighted rewarding almost
the same with the above incentive method but this
scheme didn’t consider giving good reputation for
intermediate nodes again it demotivated intermediate
nodes that participated in broadcasting but had no high
weight or winner. Researchers at [9] used profit-
sharing model in which the intermediate nodes profit-
sharing model, means that the intermediate nodes

involved in a successful bundle delivery would paid
with a dividend of the total credit provided by the
source node. A very good incentive scheme but we
believe if source node should pay for all cooperating
nodes then the source node may become a selfish node
for saving of his/her resources and even the incentive
given by a source node may be minimum or less that
the selfishness factor of selfish nodes. But the above
researchers believed that rewarding cooperative nodes
can stimulate selfish nodes and they showed the
effectiveness of their result by using simulation. In the
reverse of the above researchers there are also
researchers who believes that punishing selfish nodes
especially excluding it from the network could be the
solution but they forgot that rewarding changes people
to become good behave than punishment and
excluding them has no any advantage other than
punishing them. In this side researchers at [39] are
examples. Therefore our research was agreed with
ideas of researchers at [9], [10] and [33], in which they
were believed rewarding is better and they simulated
and proved their result but we changed the rewarding
method because we got paying per packet is the best
incentive method as we tried on our simulation.

Finally our result showed that we can stimulate the
most numbers of selfish nodes by rewarding
cooperative nodes by using paying per packet method.
In addition to rewarding nodes awareness creation and
broadcasting the acknowledgement messages to all of
the nodes in the network. In all of the three simulations
we stimulated selfish nodes and also there were selfish
nodes that their selfishness factor were more than that
of our result and we suggest that increasing the reward
as much as possible is advisable to stimulate additional
number of selfish nodes.

3.3 Interpretation

Our result showed that at the first simulation we were
had 33.3% of cooperative and 33.3% selfish nodes
means equal number of cooperative and selfish nodes
but at the end of the simulation the selfish nodes
decreased by half means 50% of the selfish nodes
became cooperative and at the same time the number
of cooperative nodes increased to 50% of the total
nodes and it means from 33.3% to 50% and the
increment was 16.7%.

On the second simulation we decreased the proportion
of selfish nodes to that of total cooperative nodes at the
beginning of the simulation that was from the total
percentage of nodes 60% were cooperatives and 26.7%
were selfish nodes and finally the cooperative nodes
increase to 80% means increment by 20% and the
selfish nodes decrease by 20% to the reverse of
cooperative nodes. From the total number of 4 nodes
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or 26.7% of nodes three of them became cooperatives
means 75% from the total selfish nodes became
cooperatives due to the rewarding given by the RSUs
or the service providers and the acknowledgement and
awareness messages broadcasted by the service
providers. On the third simulation there were 55 %
cooperatives and 30% of the nodes were selfish nodes
from the total number of nodes. Finally the total
cooperative nodes became 80% means increased by
25% and the selfish nodes became 5% means
decreased by 25%. The selfish nodes from the total
number of selfish nodes 83.3% of them became
cooperatives and only 16.7% of the selfish nodes
remained selfish.

Throughout the three simulations the number of
accident increased as the number of total nodes
increased in the same simulation distance and area. As
the number of nodes participated on the area increases
the probability of having an accident increases and the
probability of stimulating selfish nodes increased using
the same incentive method and increased amount
because of there is a probability of accident commit
increases and the rewarding and acknowledgement
messages increases in which this could stimulate the
selfish nodes. Therefore the number of future accidents
that were occurred due to selfish nodes will be
decreased and due to emergency messages could be
reached to service providers then people at the place of
accident will get fast help from the responsible bodies.
But we can’t totally avoid accidents that could be
committed by other means for example technical
problem, road problem, lack of experience of drivers
etc.

4. Conclusion and Recommendation
4.1, Conclusion

The Ants capability of working together and their way
of message transmission makes us inspired especially
their cooperation for their common goal and dropping
down pheromones which used as a trail for themselves
and for others. Therefore by keeping this Ants
behavior of cooperation and pheromonal message
forwarding, we would use for drivers cooperation and
message forwarding. VSNs became particularly useful
in an emergency occasion. Such emergency-based
VSNs might serve as a way for people to ask for and
provide assistance to each other in critical situations
like road accidents and street assistance. There might
also be VSNs established to communicate roadway
events such as accidents, congestions etc., As
researchers indicated, Broadcasting is a necessity for
VANETs not only for forwarding but also for
delivering information without constructing a data
path. Broadcasting is an effective model in safety-

related information  dissemination to achieve
cooperative driving in vehicular ad hoc network
(VANET).

The majority of the existing routing protocols have an
unreasonable assumption that was, they assume “all
nodes in the network are unselfish”. Means, every
node in the network is willing to receive and transmit
the messages sent by other nodes. But in the real
world, majority of the people are rational and may be
selfish. Our selfishness detection method was
watchdog, in which the RSU controls whether nodes
are cooperative or not because the RSU knows where
the nodes were located and in which path they were
drive and what messages they broadcasted. To increase
the cooperation among nodes and stimulate selfish
nodes the amount of credit paid or rewarded per packet
had to be higher. Paying per packet would use as a
rewarding model. We care on the rewarding model
because the design of the reward calculation is the core
of the incentive scheme. Fairness is guaranteed in
which every node which participated in emergency
message forwarding was rewarded and nodes were
rewarded based on their total delivered packets means
nodes which transmitted 3 packets and 10 packets
were not rewarded the same amount, instead 3*cost for
a packet*10 and 10*cost for a packet*10.

Whatever we care about incentive schemes the first job
should be detecting the selfish node from the whole
nodes in the network in order to combat selfishness.
An incentive scheme or popular charging method
called paying per packet, which means that, for each
successfully transmitted unit-sized packet, each of N
intermediate nodes should receive A credits, whereas
the source (the SP in our case) needs to pay A * N in
total, Which was we selected for our research.

A field trial of wireless vehicular communication
research usually includes a large number of vehicles
and people like drivers and computer operators for
generating acceptable results. Conducting such field
trials is very costly since, many communication
equipment need to be purchase, many vehicles need to
be purchase or rent, and many experimenters need to
be employee. Even, during high-speed scenario, the
experimenters may face potential dangers such like
collisions with pedestrians or vehicles. Moreover, it is
very complex to accurately control and repeat a real
world field trial on the roads, which is terrible for
debugging the problems and enhancing the
performances of a new protocol.

As a general approach this study would use
guantitative research approach. The reason why we
used the Quantitative research approach is that we
have done our research experimentally by using a
collaborative network and traffic simulation tool. Our
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sampling technique were a simple random sampling
technique in which we selected cooperative, selfish
and crushed/broken nodes by using a simple lottery
method. Our sample size for the three simulations was
6, 15 and 20 sequentially, because stimulating selfish
nodes with small number of nodes with less reward is
difficult than large number of nodes and more reward,
there is also a more chance of selfish and cooperative
nodes reaching on the accident place, if we have more
vehicles on the road then the cooperative node
broadcasts the problem and the effect of selfish nodes
would be low.

Experimental methodologies are widely applied in
computer science and related fields to evaluate new
solutions for problems. Field trial of wireless vehicular
communication research usually includes a large
number of vehicles and people like drivers and
computer operators for generating acceptable results.
Conducting such field trials is very costly and during
high-speed scenario, the experimenters may face
potential dangers such like collisions with pedestrians
or vehicles. Therefore due to the above and other
problems, it is highly recommended to use software
simulation to perform testing and evaluations prior to
conducting field trials.

The data analysis method is a simple descriptive way
of analysis in which the result of the simulation should
be described in a plain text or English. The unique
capabilities of NCTUns enables users to study
advanced ITS applications in which a vehicle needs to
change its moving behavior immediately after
receiving a message from a neighboring vehicle or
from the infrastructure network.

Throughout the three simulations the number of
accident increased as the number of total nodes
increased in the same simulation distance and area. As
the number of nodes participated on the area increases
the probability of having an accident increases and the
probability of stimulating selfish nodes increased using
the same incentive method and different incentive
amount because of there is a probability of accident
commit increases and the rewarding and
acknowledgement messages increases in which this
could stimulate the selfish nodes. Therefore the
number of future accidents that were occurred due to
selfish nodes will be decreased and due to emergency
messages could be reached to service providers then
people at the place of accident will get fast help from
the responsible bodies.

4.2 Recommendation

Based on the results obtained from the experiment, the
researcher makes the following recommendations.

e The country telecommunication and traffic
management office have to work with
collaboration and start to reward good behave
drivers until we start to use the intelligent
transportation systems and having OBU
vehicles.

e The traffic management office have to
encourage car owners to use the intelligent
transportation systems for their vehicles
because to reward good behave drivers using
our rewarding method the vehicle have to have
an OBU devices.

e Since the NCTUns simulator is a popular
simulator ~ for ~ vehicle to  vehicle
communication and its GUI minimizes the
wastage of time for program development and
embedding federated mobility models then the
researcher recommends that other researchers
in the area can enjoy the tool with its
additional features.

e Security: researchers shall provide solutions
for privacy and trust issues.

e Researchers should also experiment by
involving or integrating pedestrians with
vehicles. Researchers identify the right
Incentive model that can include both vehicles
and pedestrians.
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